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A Trajectory Privacy-Preserving Method Based on Single Point Gain
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Abstract; How to preserve users’ privacy information and minimize the loss of information when publishing trajecto-
ry data has become an important topic in the research field of privacy preservation. In this paper, we propose a trajectory pri-
vacy-preserving method based on single point gain, which satisfies the privacy requirements of users. According to the single
point gain values,we suppress location points or add dummy trajectories into the trajectory dataset to ensure that the maxi-
mum benefit can be achieved at each iteration, thus reducing the loss of information. Theoretical analysis and experimental
results show that,in the case of high privacy tolerance or a large number of attackers, the proposed method effectively re-
duces the information loss rate while guaranteeing the intensity of privacy preserving.
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(1) dn o] 5 - 4ib 05 2 TP B AL K 5

(2) n o] & =5 B 24 540 1w

TG MR FH P A SR AR B AT RE B BRORA Y ]
PRAR G s LUK, LA ) A AR 2l 79 o B 44 A0 38 )7 95 R 3K
PRI BRSO ES R/ s B i, R RR B A A B R I FE 44 Ak
P79 HEAT B30 B 44 Kb 3L AR R FE G R A B
AR LRSI 25 SRR W], A SO 4 Uy s — T TH B A5 AE
WREMPRAAEZENELT, S E Al E ST
ANAETEM 8 B FA 0 LA 5 55 — 5 T RE 7E 4 IR FR FA & &
I D0 B AR AR A 4 2 6.
2 EEEX

EX 1 Habidsk: & LETAMESNES, E
SCL AL B DB ) 48— 51 R — 2k L
R CRRTFR L) . 3 PR S T o iR @« 5550
PC S, HAK B A len, 0] 7R 4 ¢, = loc, —loc, —> -+ —
loc,,, , Hrf loc‘; elL(j=1,- len).

LG 8 SR A B B G T, 5 X

PEEER, B A WERGE L = a,,a,,a, |, B0
B BERNE L = {b,,b,,by) L. L'NL =), L'
UL’ =L

EX 4 $5% PR, (1) : CHIGEH Adv (1 E IR (L
L IE S ¢ = loc, - —loc,, (1 <i, < <i <
e <len). FHAFLE— 2% t IF B loc, —--—loc, , i /&
Ve, e L' (r=1,-s) W5 SUZ & T30 o %
THE# Adv %52, 188 PRy, (1).

B, % 1 9 ¢, =a,—b —b,, W PR, (t,) =a,,
PR,(t,) =b,—b,.

EXS PO T, APBLES T UL~
Boidi & Adv, W] TAXS THGE# Adv 8L RESE T
H A L IE AW T Adv (R A B A e
T, W0 T, =1{PR, (¢)lteT|.

2N TR PRPUBES T X T U A
BT,

R2 Yb&ES THMFREE A NIRRT,

fEL=1{a,,a,,a,,b ,b,,b,} b, ¥ a,,a,,a,FRF— s P )
Ko RIELR, b, ,b,,0, R 71— RGP & 215 i o
B AR SR ¢ R 3. o T
F1 HBEET i3 a;—a;z
Gi i3l 4 2
1 a,—b,—b, l5 a;—a,
ty a,—b,—a,—b,—as tg a,—as
t3 a,—b,—b;—a 2 a,—as
ty a,—by,—by;—a, tg a,—as
" wonh EX6 AR GBS S(") o R
" b e ety TR IR — SR T4 A % I8 4,
b bimob—ar e R AR IR LT B AR IR B0E 5 AR LB RS
ly ay—a3—b;—b; ﬂ%%iﬁﬂij(tA):{t|teT,PRA(t):tA}.

EX2 TR ARBRAFAEM 5508 AE L FAHLE
U5 1, =loc;—++-—loc! Flt, = loc;—---—loc; , £ m >
k, It HAEFE —Fh B st g 453 loc] = loc,,,, =+, loc; =
locy ) g (1) <g(2) <+ <g(k) JUFR 1, 1, i — 5T
7R U/

BN, X FRIEIL R ¢ = a,—b,—b, , B 6 & THL
WAy K a, b, b, ,a,—b, ,b,—b, ,a,—b,.

EX 3 FERALE T T DL B 2 AT A AL E
BRI A B SN A R E RS
Advs = { Adv, ,Adv, -+, Adv,, | , V Adv,, Adv, e Advs (1 #
7)Mot Adv, BT DL B B0 5 B AR A e LY
B Adv, (3R AR Hop L ALY =5, 01 = 1.

i, E X1 L=1{a,,a,,a,,b,,b,,b | B HR

i, 4 t' :‘Z]"%Ej‘vs(al"%) = { by, L f.

A o et A BERE L— 2 MESRAEDI 1 A 342
M0EE AR B, 2 " = a, 1, 20 A REREAR R X
B3 a, Lh—& BIMESAE P HED 07 5 55 b, , b, , BESE P 1Y
TR INE LT R,

EXT HEWMESE P(x,0™) B0 A ARIES (™)
e LAl B v RS SR
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X AR A Tox 2 T il —
AL R T I S AR T GE A B
5, FR x A LS R —AS 0 TCHE pp(a,et). R
Tk AR S (o) HREUT H At 37 5 O AE % P (") R
FRFAFZIE Py, WUFR pp (vt ) Jg— AR X

FEX 10 T4 4 A U B AE < % T4 E 1
B FAAR R P, 05 28 o B 45 b 34 I () 60 00 4 4 o
ATEAEATAA] [5] 550 25 %8, D00 R 2% I 44 0300 40 4 S vl %2
BRAGHY.

3 ETREAUmmPERARIPEE

3.1 HiER#E

AR SCHRE Y — Fof R T B AR B I RL PR R
SPG, BARAL 5 WA A2 - (1) TR X i 6 , B4 H it
B LI KA B PP TR A 114 18 B B RA A 2 B Y T AL
Xt (2) H T 5 e W 19 A 2 B 4 A B X BIRE 2 A Y
BB, 35 RRE RE J7 1 CAS BB B3 40 ) e )
TR TR A X A WA, 3 38 A A6 e DR 4 T AL X
OS5 3k, (8 FH %07 1 AT 0030 B 44 A B, I
R AL LY IS 2 e A TR A X, DT 5 A Tl 0 /)
Bige. 3.2 4R 3.3 15 40 il 5L BLX M A H2 9K, SPG
SRR 1 R,

J5thg g R
g Xﬁ,‘é%ﬂl;—um

THERAEAN IR0 i
add_pgainfildel_pgain

L bt | [ MBS | (35— A R pi A
1% 5 K Max_pgainfE X} i A ]
R S AL

WS {E K (B Max_pgain
add_pgain>del_pgain?
jostHadd_pgainfildel _pgain

1 SPGHZLIRALR

3.2 A A XIEIE

0 AR ECE S v A I i Il P R R L
Jeu) B0 % S B 1 SR, R AR S T Terrovi-
tis 25 N U'OTHR B9 THREATID 533k B AL 35 503 L3
LA T RAAEZIE P, VI I B4 18 52 AR
iy A PR G b A BT IS Q, (— 5k
22 ) DKy () B 55 % B Num. a5 5 %) 75 08 2 e O A8
W 1 R

BHiE1l mBESRHEEE AGPBR

HIAT, P, ,Advs

fiirtt :Q, ,Num

1 Initialize Q, = ), Num =0
2.for each t e T do

3. for each adversary Adv do

4 if ( ~isempty(PR,,, (2))) then

5 Calculate the number of x € 1\PR, (¢) ;
6 Save as S_ack (x,:™) ;

7 end if

8: end for

9.end for

10 for each adversary Adv do

11; for each x e I\L*" and each r*" e T,,, do
12. if S_ack(x,t*)/1S(+* ) | >P,, then
13, Push pp(x,*) into list 0,;

14, Num = Num + S_ack (x,:*") ;

15. end if

16 :end for

17 :end for

W&l Q, , Num;

e 1 Rl Es T NEE 1 KA, P,
=0.5. FIREEPATIT , G %k " =q, il e, =
a,—b,—b, 1 M T HEH A RFE R o), B PR, (1)
=a,. ;" b, F b, RJ@F L', Lk S_ack (b, ,a,) =1,S_
ack(b,,a,) =1. [FJ3, 5 BHPE ¢, , 0, F HBRE A S
_ack (x,"") BME. ARJEMRIE N (1) T P (o™ BOAH,
BN — A mi% pp(b, ,a,) A :
S_ack (b, ,a,) 1sp

1S(a,) | br

FI LA, pp (b, ,a, ) A2 RIS B E A Q,, Num fii
I S_ack (b, ,a,) BMH 1. T v By )RR AN 3 7.

F3 THHEZEZRR (P, =0.5)

P(bl’a]) =

pp (™) S_ack(x, ) IS(£2) | P(x.M)
(by,ay) 1 1 1
(by,a,) 1 1 1

(by,a,—>ay—az) 1 1 1
(by,ay—ay—asz) 1 1 1

(by,ay—ay) 2 5 1

(by,ay—a;) 2 3 0. 66

(by,ay—az) 2 3 0. 66

(bs,a,70a3) 2 3 0. 66

(by,a3—a) 1 1 1
(ay,by) 1 1 1
(as3,by) 1 1 1

(a;,b;—b,) 2 3 0.66
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SR 1 :Initialize add_pgain =0;
. L B ANN | 1 dh i K
pp(x, 1) S_ack(x, M) [S(eMY | P(x, M) 2:addline = ceil (n/P,,) = IS(+*") |3/ /BRI A BB
3.add_gain =n;
(ay,b,—by) 2 3 0. 66 - o
4 :for each :*" in Q, do // Q,H7E A R4 R4 Tl B A5 %
(as,bi—by) 2 3 0. 66 5. p=S_ack(x,t™)/(1S(+) +addline) ;
(ay ,b;—by) 1 1 1 6. if p<P,, then
(a3,b;—b;) 1 1 1 7. add_gain = add_gain + S_ack (x, A );
(ay,b,—by) 1 1 1 8: endif
(ay,by b)) 1 1 1 9:end for
10;add_gain = add_gain/Num;
(az,b,—by) 2 2 1 Ad .
- - 11:add_cost =length(¢™") x addline;

3.3 ETHlmaHiGE S 4E

$e B AE T 1 CHS I o e A 325 15 1)
RN PR WA i L, 5 4% AL i i D ] 0 5%, I A 3
WBGZMAC A EL PR 0T I 7 1 A 7 A0 e 42 Ak L.

XL Yitd gain: Y745 AR A P2 i L2 RE T
B 14 T A3 X 80 Num " 5 42 B 27 17 £ [ 38 5 %0 % Num
A B AR, 22 SR

(2)

EX N2 R cost: 5 G S NI 57 M 55 £
ZJE PP AL B AR B B IE R cost.

Ban, AR — KB 0, —a,—ay A
JAH cost =1 x3 =3; N ¥ Ll %52 al"(lz"%% a,
G5 — , FF B a, 1 @y, cost =2 x |S(a,—a,—a,) |.

T OTAE N RS FE SR A 2 i Ak B Y (]
RN AR YR A 31 g G o] A R X6, AR SO T R IR
fi (AL

EX 13 s pgain: kb FAE—AS 554 K AU
Fit AR RS L 1E 0 pgain, TIN5 (3) R

pgain = £ (3)
cost

FEF BRI TR, B0 b 4 A B R 3 A4
T4 (1) JE TR T 2 i S s g 1155 (2) BE T4
BB ER THER 5 (3) BT pgain (BT E 44 A0 3.
3.3.1 FmEBHBEE X

WRYEH T MR AR L P, A& 3.2 4575 3
PR e R 6T, A D 20 30 4 B T S IR B A 45 P (x,
) =Py KT BRI B D U A0 8E Y addline. T
BN addline 254852 B0 5 AR A I 4% [a] 50 85 X6F 3 Bk 1)
Bt RSN 0 228 i i HL AN 1] RS X6 P (™)
<P, T ELE bR A In) R % 0 B AR A s (1)
B 1 [ 0 %o 08 5 (2) R T B %) At 0] A %o %
. PRAFBETH BR 9 [R]85 0] B

gain =

k2 ANEBHUTE L Addgain

BN P pp (e, ™) AL n, Num
i : add_pgain

12 ;add_pgain = add_gain/add_cost ;
1% [8] ; add_pgain;

Lh Qe — Al S % (b, a,) R0 =a,,n=
1,18(¢*) 1 =1,addline = ceil (n/P,) = 1S(¢*) | =1; H X}
(b va, ) BLATRIRO RS 48001 1 24 o0, P (b,
a,) =1/2=0.5 =P, ZESOF W HTH R, add_gain =
1+1=2,Num =27, /)5 & B35 {H add_gain =2/27 =
0. 0741 ; ST R Y 2% add_cost =1 x 1 =1; 7]
158 25 add_pgain = add_gain/add_cost =0. 0741.
3.3.2 HHEZE

Xt A LR Xt % 7 (R L BB 1", WA
TETHE L A 5 B O ARk D = [l
ety Hoaet™ | RGe— o MBR MG, R, TH5 0 bR

i R A A% R0 e R AR A i, BV B3k 1 e g el 1
HAR AL L P (2,0 ) < Py THBR G BT A 10 3815
XFECR = AR (1) A BB IR0 5G (2) T8
o () S5 (3) A T8t 38 X0 7 14 [ R %)

WY HT AL PR B 2457 Pk, e R0l a8 B
R FBHATEE —. W RATETE B, 05300 B
EEiEse- AL L E R

53 HUTHHIE L Delgain

AP, , Num

i : del_pgain, D

1 :Initialize del_pgain =0, max_deln =0,D = (JJ;

2.for each *" in Q, do

3. Find all sub-trajectory projections of t*" and insert them into a

dataset R, ;

4 .end for

5:if (isempty(R,)) then

6: D =",

7:  Calculate the number deln of problematic point pairs that have been
solved ;

8: max_deln =deln;

9:else

10;  for each sub-trajectory projection £*" of t** do

11; Unify +*" with #*";

12, Calculate the number deln of problematic point pairs that have
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been solved ;
13. if deln > max_deln
14. max_deln = deln;
15 D ={xlxet™ Huxegt™™|;//x {RFTNE
16 end if
17: end for
18 :end if

19 :del_gain = max_deln/Num;

20 del_cost =length( D) x the number of influenced projections;
21 . del_pgain = del_gain/del_cost;

& 7] ; del_pgain,D;

Num , B BE 5 B 50 27 e K [R) A0 A5 % A7 Ak 31
Num =0 B FEESS . R A QL $E Max_pgain fi K1)
IR R 0 AT B 44 AR B, 2 add _pgain = del _pgain i},
TEFEAS MBI 1 U7 5, Iz, SRR, B4, i i
R 2 FNBEEE 3, S — AR ARUS B A [ 0 A5 % 1) 2% T
W 4 PR ; P Max_pgain I K 0 (a, ,0,—b) b
Wb, —b, 5% b, 5i— , add_pgain < del_pgain , Hi 11
ROy S RIS R ANER S PR s fe 45 3 1) [ 44 Bl
AU 6 PR
F4 FRERBEOEANETRE

B X F A B = e, Q, R RTELE Ade - . -
. e pp(x,t*") add_pgain del_pgain Max_pgain
a, TR0, WK o, ARG D . 3] o J5 AT LA IR T
N Sk 32l Dy ,a 0.0741 0. 1481 0. 1481
[ X (b, ya, ) (D, ,a,) BIBHER , 573 5b siR) (ay b, v
b, )L a, AR 2, B — NS N 1, P(a, ,b,—b,) (by,ar) 0.0741 0.1852 0. 1852
=1/3=0.33<0.5=P, ,[0)J8 5 %F (a, ,b,—b,) M. 5 (b, ,a,—a,—ay) 0. 0247 0. 1481 0. 1481
%E‘f del _ gain =4/27 = 0. 1481 y del _cost = 1 5 del _ pgain ([)2 LA A, —a ) 0.0247 0. 1481 0. 1481
=0. 1481. (by,ay—a3) 0.0185 0. 0926 0. 0926
= gV st [EE S
3.3.3 ETRABEANHENHNTERE X o : o o osea i
5 N N y N N Y 1,027a3 . B E
R AR 5 1R 281 8 WA i B 3 AR I 3 410 o i 5 B
, N s . e b, , R R .
PR I LA R I B R A e o) ) 01 0. 0988 0.1
fi, VEFEW A TP BRI R WAL VE S 32 % A e R 4 (bs,a,—a3) 0. 1111 0. 1111 0. 1111
Max_pgain, 7155 Q, H 4[] R X 1) 5 R 235 {E Max_ (b, as—a,) 0.0185 0. 1111 0. 1111
. Adv N .
Pgam[pp(x,t ) ] ’]i*% Q,)':F] Max—pgaln %ﬁﬂ’xj/ﬁ}({l‘fﬂf (al ’b]) 0.0741 0.1111 0.1111
y WAL S ). TR add_pgain = del_pgain, B EE TS
j\jz"j )\%L /J ! ﬁ % - P8 . b8 HEFE (ay,b;) 0.0741 0. 1481 0. 1481
IR B T7 % , A5 ), e il v
(ay,b,—by) 0.1111 0. 1481 0. 1481
x4 BAKEHEKERZE L PgainMax (ay,b,—b,) 0.1111 0. 1481 0. 1481
b, —b
A0, Num, P, (a3 ,b,—b,) 0.1111 0. 1481 0. 1481
it A R R T (ay,by—by) 0. 0370 0.2222 0.2222
1. N =AGPBR(T,P,,);
'(O.” ) () (a3 ,b,—by) 0. 0370 0.2222 0.2222
2 :while Num >0
3. for each t*" of problematic point pairs pp in Q, do (ay,by—by) 0. 0370 0. 2222 0.2222
4. n =the number of problematic point pair pp; (a5 ,by—b,) 0. 0370 0.2222 0.2222
5 add_pgain = Addgain (¢*" ,P,, ,n,Num) ;
6. (del_pgain,D) = Delgain( A ,P,,,Num) ; (a3,0,—b;) 0.0185 0. 0556 0.0556
7 Max_pgain( pair;) = max(add_pgain,del_pgain) ; . .
) ®5 E-REREONLES
8. end for
9 : Choose problematic point pair with maximum value of Max_pgain as cur- i LZIRTIY
rent optimal processing point pair; 2 ay—b,—b,
10 ;if add_pgain=del_pgain then
11 Insert into T with t*" of the number addline; b @b —ay by
12 ;else i3 a,—by,—by—a,
13: Delete D of the trajectories from T'; 4 ay—by—rbs—>ay
14 .end if
15:(Q, ,Num) = AGPBR(T,P,,) ; s 40—
16 :end while tg b,—b,—a;—a,
IR A G PR A T t; b, —b,—a,—ay
NN N 25 ] HE A 1R % ty a,—a;—b,
MR EEE 143 3] 0] 8 5% R A Q, F ) B X 4L
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®6 EZNTESR

S Pk
zi by—b,
t ay—by—b,—as
t ay—by—b;—as
t;‘ ay—b,—by;—as
Is a3 —a,
t;, a;—a;
t; by —b,—a,—as
lé a,—aj
to a;—az
to ay—as
ti 1 b, —b,
liz by—bs
t;3 by—by

3.4 HESH
3.4.1 HHEEREST

S 1 RIS T A2 2% BE SR AR T - (1) 3155 S_ack
AR, A 4R A 25 I v A T T 0 3 R SR A

BB WIS AR EE R O(2 xm xn) ,m R BHHE A
B SRR, IS 1 R 24 R O(n).

B 2 MBS A2 4 B AR T T B A AR o
Je B RS (B A AR A A — i I B R AR A5 BN in
BB s A, BRI B 28 BE R O(m o n) ,m R B
ANE RS 2 BHE S 24 E R O(n).

L 3 IR A 24 B R B T R IR AE N T
kg — Pl 8. A — BB R B A T T,
PR B — 2 FRIR AT 40 BT, 50 3 BB S 2%l 0(2
xn),Bl O(n).

SV 4 PR R) A 4% BE T2 A T n) A X B DA R
X ERA R RO AL Bk 4 BERIE AL E R 0(n?).
3.4.2 HEREWSW

EE A G R RO SR ASAEAE [R]85 %)

IERR 10, Bk 1 ARYE A P RRRATR SR A5 2] (] 5,
Xof B R T L A X S, T 4 i ARES SR AR R 1)
RO BB Num = 0. BRREAR S #R S TR Y il
T A B HRAEAE I ) R X BB, L B A A A ) RS %
FARREE HS , B0 4 A v AR AE R Gk R A
P [r) R e Xk A% b ST 1 8 F L 3l 5 SPG RTL B e
BN L IS N4 6 s, 18 P, =0.5 I, iR 4%
1 0 ER 6 Pl S A AT R S S Rk 7
fis. MRS IR HATELE P(x, ™) > P, HE
A ARG B RS 2 (A BL T, AR ST v] i R B 44

JE P NIRRT R R
#7 EANDESAEATTH

pp(x,l‘*"") S_ack(x,) ISy P(x,0*)
(by,a,—a;) 1 4 0.25
(by,a;—a3) 2 4 0.5
(b3 ,ay—a3) 1 4 0.25
(ay,b,—by) 1 4 0.25
(ay,b,—by) 1 4 0.25
(a3,b,—b,) 2 4 0.5
(by,ay—a3) 1 4 0.25
(by,ay—a;) 2 4 0.5
(bs,a,—a3) 1 4 0.25
(ay,b,—b3) 1 4 0.25
(ay,b,—b3) 1 4 0.25
(a3,b,—b3) 2 4 0.5
4 I

4.1 KIEFEFEIEE

SLIGER% A Intel core 17 AbFREY , CPU 3. 3GHz, #:4F
-4/ Windows 10. i1 Matlab 2012 g F2 SC I & 44 &
. SCHR A city80 BdR AR B R SR R SR R 1
iR B B ECk 80000 2. FRATHEAT T WAL 5256, — 41
SR FAREAILZEH ) 30000 250500 241 1 i Bl 42 & DS1; 55
— 21 SR F B ML 35 B 15000 2% L5084 % 1 %500 4 A
DS2,DS1 il DS2 1 fiLid -2 K B R 5.
4.2 FAIEMIERR
4.2.1 ETEHFIREBITN

EN 14 HIE R TR % 5 4k 4 4
AR B 42 WIS 0 B s O P 1T O o7 s R P
FEFI0ME TR, X 45 @ A3l , i TR, Fn HAR B H R,
AN (4) FrR.

[ocations retained with original order in ¢, |

TR, =
]

x 100%

tr

(4)

EX 15 PulE4%0H STRSTR I FIFAHL %k

PEAE IR PRSI AR B8 E R X T RGBS A P i A e

A, STR FR PB4 & il 1L TR, > 6 (9 500 454
5 LT R HE R T (5) FR.
[{TRITR, >0,0<i<|T!I 0<o<l1}I

TR = : \T\ x 100 %

(5)

EX 16 FHMINiR2% AREL™  AREL 2] T
Wl ply T B 45 T 7 A ) - R 0L s

A s IR A HEER R B A &5 | S0
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YT 50 P00 00 B0, w2 B4 G 4R S Th AR AG
KRBT | FIEA T 750 90l 8. XaT NV
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